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'HDU�3DUHQWV�DQG�*RYHUQRUV 

7ZR�:HHNV�DQG�&RXQWLQJ� 
%HOLHYH�LW�RU�QRW�ZH�DUH�QRZ�WZR�ZHHNV�RQ�IURP�WKH�ZLGHU�UH-RSHQLQJ�RI�VFKRRO�DQG�LW�KDV�EHHQ�ZRQGHUIXO�WR�
KDYH�DOO�RI�RXU�FKLOGUHQ�EDFN�ZKHUH�WKH\�EHORQJ��WKH�DWPRVSKHUH�LQ�VFKRRO�KDV�EHHQ�ORYHO\�DQG�EXEEO\���0DQ\�
WKDQNV�WR�DOO�RI�WKH�SDUHQWV�ZKR�KDYH�ZLVKHG�XV�ZHOO�LQ�VFKRRO��DQG�KDYH�SDVVHG�RQ�WKHLU�WKDQNV�IRU�KRZ�
VPRRWKO\�WKH�UHWXUQ�WR�D�IXOO�VFKRRO�KDV�EHHQ���$V�HYHU��PDQ\�KRXUV�RI�SUHSDUDWLRQ�ZHQW�LQWR�VFKRRO�EHLQJ�IXOO\�
RSHQ�DJDLQ�RQ�0DUFK��WK�DQG�LW�LV�D�WHVWDPHQW�WR�P\�VWDII�KRZ�VXFFHVVIXO�LW�KDV�EHHQ���$�ELJ�ZHOO�GRQH�WR�WKH�
FKLOGUHQ�IRU�FRPLQJ�EDFN�WR�VFKRRO�ZLWK�VXFK�D�SRVLWLYH�DWWLWXGH� 

6FKRRO�&ORVHG�WR�3XSLOV�–��WK�6WDII�7UDLQLQJ�'D\�DQG�(OHFWLRQV�&ORVXUH� 
$V�\RX�DUH�DZDUH�ZH�KDYH�QRZ�EHHQ�LQIRUPHG�RI�DQ�XQDYRLGDEOH�FORVXUH�RI�VFKRRO�DV�LW�ZLOO�EH�XVHG�DV�D�SROOLQJ�
VWDWLRQ�IRU�WKH�HOHFWLRQ�RI�WKH�:HVW�0LGODQGV�3ROLFH�&RPPLVVLRQHU�	�0D\RU�RI�%LUPLQJKDP�RQ�7KXUVGD\��WK�
0D\��������:H�KDYH�WULHG�WR�FRQWHVW�WKH�XVH�RI�WKH�VFKRRO�DV�D�SROOLQJ�VWDWLRQ�LQ�RUGHU�WR�VWD\�RSHQ��EXW�KDYH�
EHHQ�LQIRUPHG�E\�WKH�/RFDO�$XWKRULW\�WKDW�WKH\�RQO\�KDYH�D�OLPLWHG�QXPEHU�RI�YHQXHV��DQG�VR�PXVW�PDNH�XVH�
RI�WKH�VFKRRO����:H�ZLOO�EH�XVLQJ�WKH�GD\�LQ�VFKRRO�WR�PDNH�FKDQJHV�WR�RXU�FXUULFXOXP�GHOLYHU\��DQG�ZH�ZLOO�DOVR�
WDNH�WKH�RSSRUWXQLW\�WR�LQYLWH�RXU�QHZ�5HFHSWLRQ�SDUHQWV�IRU�����-���WR�FRPH�DQG�VHH�WKH�5HFHSWLRQ�������
FODVVURRPV�DQG�SOD\JURXQG��DV�WKHUH�ZDV�QR�2SHQ�'D\�RSSRUWXQLW\�IRU�WKHP�LQ�2FWREHU������   
,Q�DGGLWLRQ�WKH�GDWH�RI�RXU�ILQDO�6WDII�7UDLQLQJ�GD\�KDV�QRZ�DOVR�EHHQ�ORFNHG�LQ�SODFH�RQ�)ULGD\���VW�0D\��VR�
FDQ�,�WDNH�WKLV�RSSRUWXQLW\�WR�UHPLQG�\RX�WKDW�WKH�IRXU�GD\V�OHIW�LQ�WKLV�DFDGHPLF�\HDU�ZKHQ�VFKRRO�ZLOO�EH�
FORVHG�WR�SXSLOV�DUH� 
0RQGD\���WK�$SULO�–�6FKRRO�FORVHG�IRU�6WDII�7UDLQLQJ�'D\ 

7KXUVGD\��WK�0D\�–�6FKRRO�FORVHG�IRU�(OHFWLRQV 

)ULGD\���VW�0D\�–�6FKRRO�FORVHG�IRU�6WDII�7UDLQLQJ�'D\ 

)ULGD\���WK�0D\�–�6FKRRO�FORVHG�IRU�6WDII�7UDLQLQJ�'D\ 

3DUHQWV�LQ�&DUV�DW�/XQFKWLPH 
&RXOG�,�DVN�SDUHQWV�QRW�WR�SDUN�XS�RQ�(GJH�+LOO�5RDG�GXULQJ�OXQFKWLPHV���,Q�WKH�ODVW�FRXSOH�RI�ZHHNV��ZH�KDYH�
KDG�VRPH�LQFLGHQWV�ZKHUH�FKLOGUHQ�KDYH�EHHQ�FRPPXQLFDWLQJ�ZLWK�SDUHQWV�RU�JUDQGSDUHQWV�WKURXJK�WKH�IHQFH�
DW�WKH�IURQW�RI�WKH�MXQLRU�SOD\JURXQG���,I�\RX�QHHG�WR�JHW�D�PHVVDJH�WR�\RXU�FKLOGUHQ��WKHQ�SOHDVH�WHOHSKRQH�
VFKRRO�DQG�ZH�ZLOO�ZRUN�ZLWK�\RX�WR�VRUW�RXW�DQ\�LVVXHV� 

3DUHQWV·�(YHQLQJ 
%\�QRZ�DOO�SDUHQWV�VKRXOG�KDYH�UHFHLYHG�DQ�HPDLO�LQYLWDWLRQ�WR�DWWHQG�D�0LFURVRIW�7HDPV�
PHHWLQJ�IRU�WKH�6SULQJ�7HUP�3DUHQWV·�(YHQLQJ�LQ�WKH�ZHHN�EHJLQQLQJ�0RQGD\���WK�0DUFK���
7KLV�LQYLWDWLRQ�ZLOO�KDYH�EHHQ�YLD�\RXU�FKLOG·V�HPDLO�DFFRXQW�VR�SOHDVH�PDNH�VXUH�\RX�FKHFN�WKH���
DFFRXQW��DQG�SOHDVH�FRQWDFW�VFKRRO�LI�\RX�KDYH�QRW�\HW�UHFHLYHG�WKLV���$�UHPLQGHU�WKDW�WKHVH�
PHHWLQJV�ZLOO�EH���PLQXWHV�LQ�GXUDWLRQ� 

7HDPV�	�$VVLJQPHQWV 
$�UHPLQGHU�WR�DOO�SDUHQWV�WKDW�KRPHZRUN�DQG�DQ\�UHPRWH�OHDUQLQJ�ZLOO�QRZ�WDNH�SODFH�WKURXJK�7HDPV�DQG�����
$VVLJQPHQWV�RQ�7HDPV��ZH�ZLOO�QR�ORQJHU�EH�XVLQJ�:RUGSUHVV� 
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5HWXUQ�WR�6FKRRO�/HWWHU�IURP�WKH�/RFDO�$XWKRULW\ 
:H�KDYH�DWWDFKHG�WR�WKLV�QHZVOHWWHU�D�OHWWHU�ZH�KDYH�UHFHLYHG�IURP�%LUPLQJKDP�&LW\�&RXQFLO�DERXW�WKH�
UHWXUQ�WR�VFKRRO���3OHDVH�WDNH�VRPH�WLPH�WR�UHDG�WKURXJK�WKLV�DV�LW�FRQWDLQV�ORWV�RI�LQIRUPDWLRQ��LQFOXGLQJ��
WKH�DYDLODELOLW\�RI�ODWHUDO�IORZ�WHVWV�DQG�UHVRXUFHV�RQ�VXSSRUWLQJ�FKLOGUHQ·V�ZHOOEHLQJ� 

0RYLQJ�2II�$IWHU�6FKRRO 
&DQ�,�UHPLQG�IDPLOLHV�WKDW�RQFH�FKLOGUHQ�KDYH�FRPH�RXW�RI�WKHLU�FODVVURRPV�DW�WKH�HQG�RI�WKH�GD\��ZH�DUH�
VWLOO�ZRUNLQJ�XQGHU�JXLGHOLQHV�WKDW�DVN�IRU�HYHU\RQH�WR�PRYH�RII�VLWH�DV�VRRQ�DV�SRVVLEOH�DQG�QRW�VWDQG�
DURXQG�LQ�JURXSV���,I�FKLOGUHQ�FRXOG�DOVR�NHHS�WR�WKH�SDWKV�DURXQG�VFKRRO�DV�WKH\�OHDYH��WKHQ�WKDW�ZLOO�KHOS�
WR�PDLQWDLQ�RXU�ORYHO\�JURXQGV� 

6XWWRQ�&ROGILHOG�&KDULWDEOH�7UXVW—6FKRRO�&ORWKLQJ�*UDQW 
(YHU\�\HDU�6XWWRQ�&ROGILHOG�&KDULWDEOH�7UXVW�UXQ�D�VFKHPH�ZKHUHE\�DQ\�SDUHQWV�ZKR�UHVLGH�
ZLWKLQ�WKH�6XWWRQ�&ROGILHOG�ERXQGDULHV�FDQ�DSSO\�IRU�D�JUDQW�RI�XS�WR������SHU�FKLOG�WR�KHOS�
SXUFKDVH�VFKRRO�XQLIRUP���7KLV�LV�GHSHQGDQW�XSRQ�ZKHWKHU�WKH�SDUHQWV�DUH�LQ�UHFHLSW�RI������
,QFRPH�6XSSRUW��-RE�6HHNHUV�$OORZDQFH��(PSOR\PHQW�6XSSRUW�$OORZDQFH��&KLOG�7D[�&UHGLW��
:RUNLQJ�7D[�&UHGLW�RU�8QLYHUVDO�&UHGLW���,I�\RX�WKLQN�\RX�PD\�EH�HOLJLEOH�IRU�WKLV�VFKHPH�

WKHQ�SOHDVH�FRQWDFW�0UV�-RKQVRQ�LQ�WKH�-XQLRU�2IILFH��7HO������������DQG�VKH�ZLOO�EH�DEOH�WR�SURYLGH�\RX�
ZLWK�D�IRUP�WR�ILOO�LQ���3OHDVH�QRWH�WKH�GHDGOLQH�IRU�FRPSOHWHG�DSSOLFDWLRQV�LV�0RQGD\���QG�0DUFK�� 

([WUD-&XUULFXODU�$FWLYLWLHV—6XPPHU�7HUP 
$IWHU�WKH�(DVWHU�EUHDN�ZH�KDYH�VRPH�H[WUD-FXUULFXODU�DFWLYLWLHV�VWDUWLQJ�XS�DJDLQ� 

· 'DQFH�IRU�<��DQG�<��ZLWK�3UHPLHU�6SRUW�RQ�)ULGD\� OXQFKWLPHV� –�WKHVH�VHVVLRQV�FDQ�
EH�ERRNHG�YLD�WKH�OLQN�LQ�WKH�¶/DWHVW�1HZV·�VHFWLRQ�RI�RXU�VFKRRO�ZHEVLWH� 

· 1HWEDOO�IRU�<��DQG�<��ZLOO� UHVXPH�ZLWK�0UV�*ROGVSLQN�RQ�D�7KXUVGD\� �6KH�ZLOO� EH�
JLYLQJ�RXW�OHWWHUV�WR�WKH�FKLOGUHQ�LQ�WKH�QH[W�ZHHN�RU�VR� 

· 0XVLFDO�,QVWUXPHQW�OHVVRQV�ZLWK�<0(6�–�LI�\RX�ZHUH�KDYLQJ�OHVVRQV�EHIRUH��������
ORFNGRZQ�WKHQ�<0(6�ZLOO�FRQWDFW�\RX�SHUVRQDOO\��EXW�LI�\RX�ZRXOG�OLNH�WR�VWDUW�OHVVRQV�
WKHQ�\RX�FDQ�FRQWDFW�<0(6�WKURXJK�WKHLU�GHWDLOV�RQ�WKH�¶/DWHVW�1HZV·�VHFWLRQ�RI�WKH�
VFKRRO�ZHEVLWH��DOO�WKH�LQIRUPDWLRQ�DERXW�OHVVRQV�LQFOXGLQJ�FRVW�LV�DYDLODEOH�WKHUH���,I�
\RX�ZRXOG�OLNH�WR�HQUROO�FRXOG�\RX�SOHDVH�GR�VR�E\���VW�0DUFK��LI�SRVVLEOH��VR�WKDW�WLPHWDEOHV�FDQ�EH�
RUJDQL]HG� 

· /H�&OXE�)UDQFDLV�)UHQFK� OHVVRQV� VKRXOG� UHVXPH�DIWHU� WKH�:KLWVXQ�KDOI-WHUP�EUHDN� 

-XQLRUV—3D\PHQW�IRU�6FKRRO�'LQQHUV�RQ�6FKRRO0RQH\ 
$�UHPLQGHU�WKDW�\RXU�6FKRRO0RQH\�DFFRXQW�VKRXOG�DOZD\V�EH�LQ�FUHGLW�ZKHQ�SD\LQJ�IRU�
VFKRRO�PHDOV���3OHDVH�GHSRVLW�D�VXP�WR�FRYHU�\RXU�FKLOG·V�PHDOV�LQ�DGYDQFH�HLWKHU�ZHHNO\�RU�
PRQWKO\���,I�\RXU�DFFRXQW�LV�PRUH�WKDQ�D�ZHHN�LQ�DUUHDUV��LH����������\RXU�FKLOG�ZLOO�EH�
DVNHG�WR�EULQJ�LQ�VDQGZLFKHV�XQWLO�WKH�GHEW�LV�FOHDUHG���,I�\RX�KDYH�D�FKLOG�LQ�-XQLRUV�ZKR�
ZLVKHV�WR�VZLWFK�WKHLU�FKRLFH�IURP�6DQGZLFKHV�RU�6FKRRO�'LQQHUV�IRU�QH[W�WHUP�FRXOG�\RX�
SOHDVH�OHW�0UV�-RKQVRQ��LQ�WKH�-XQLRU�RIILFH��NQRZ�EHIRUH�WKH�(DVWHU�EUHDN���7KDQN�\RX� 

,QIDQWV—0LON 
0LON�PRQH\�LV�QRZ�GXH�IRU�WKH�UHPDLQGHU�RI�WKLV�KDOI�WHUP���3OHDVH�FKHFN�\RXU�6FKRRO0RQH\�DFFRXQW�
DQG�PDNH�SURPSW�SD\PHQW���3OHDVH�QRWH�WKDW�LI�\RX�QR�ORQJHU�ZLVK�\RXU�FKLOG�WR�KDYH�PLON�QH[W�WHUP�
FDQ�\RX�SOHDVH�HQVXUH�WKDW�\RX�FRQWDFW�0UV�8QGHUZRRG�LQ�WKH�,QIDQW�RIILFH�EHIRUH�ZH�EUHDN�XS�IRU�
WKH�(DVWHU�KROLGD\V���7KDQN�\RX� 

 



 
 

 
 
 
 
 
 

 
 

 

 

&RXUWHV\�&XS�:LQQHUV�a�ODVW�ZHHN 

5HFHSWLRQ 
<HDU��������� 
<HDU���������� 
<HDU���������� 
<HDU���������� 
<HDU�� ������ 
<HDU����������� 

����� 
:HOO�GRQH�WR�DOO�WKH�ZLQQHUV� 

(YHU\RQH�LQ�ERWK�FODVVHV 
(PLOLH���9LHQQD 
$GDP���(VPH 
(ULQ���:LOOLDP�7 
'DQLHO���5RVLH 
-DQH���6DUEHQ 
5KRDQ����(�QRW�DZDUGHG 

&RXUWHV\�&XS�:LQQHUV�a�WKLV�ZHHN 

5HFHSWLRQ 
<HDU��������� 
<HDU���������� 
<HDU���������� 
<HDU���������� 
<HDU������� 
<HDU����������� 

���� :HOO�GRQH�WR�DOO�WKH�ZLQQHUV� 

5DOSK���,VDDF�(� 
(OHQD���6HUHQ-5DH 
-DPLOOD���2OLYLD 
*DEULHOOD���$PLUD 
0DHO\QQ���6LHQQD 
'\ODQ���&DOOXP 
$NDUO���%RQQLH 

,&7�7LS�RI�WKH�:HHN 
As of 28th February 2021 the number of scam reports received by National Cyber Security Centre (NCSC) 
stood at more than 5,000,000 with the removal of more than 36,000 scams and 71,000 URLs.  If you receive 
scam texts or email messages you can report them by forwarding the message to the NCSC suspicious      
reporting service.  Text  7726, or email  Report@phishing.gov.uk.  You’re helping to protect others by        
reporting it and alerting NCSC.  https://www.ncsc.gov.uk/  
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7KH�IROORZLQJ�FKLOGUHQ�UHFHLYHG���� 
6WDUV��,QIDQWV��DQG�$FRUQV��-XQLRUV��LQ�$VVHPEO\� 

/DVW�ZHHN���:HOO�GRQH�WR�WKHP�DOO�� 
 

 

 
%XPEOHEHHV 
/DG\ELUGV 
2ZOV 
+HGJHKRJV 
7XUWOHV 
6KDUNV 
�( 
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�& 
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�% 
�6% 
�( 
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,QGLYLGXDO��6XSHUVWDU�WR�DOO�SXSLOV 
,QGLYLGXDO��6XSHUVWDU�WR�DOO�SXSLOV 
&KDUOLH� 
,VDEHOOD�%� 
7KH�:KROH�&ODVV 
7KH�:KROH�&ODVV 
'DUFH\ 
'DQLHO 
(GZDUG 
0DLVLH 
7KH�:KROH�&ODVV 
7KH�:KROH�&ODVV 
7KH�:KROH�&ODVV 
7KH�:KROH�&ODVV 

7KH�IROORZLQJ�FKLOGUHQ�UHFHLYHG�������
6WDUV��,QIDQWV��DQG�$FRUQV��-XQLRUV��LQ�$VVHPEO\� 

WKLV�ZHHN���:HOO�GRQH�WR�WKHP�DOO�� 
 

 
%XPEOHEHHV 
/DG\ELUGV 
2ZOV 
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6XSHU�6WDUV�DQG�$FRUQV 

0D\D 
0LOR 
$LPD 
-RVHSK 
&KDUOLH� 
(VPH 
=DFKDU\� 
0D[� 
7KRPDV 
,VOD� 
(OL]D 
-RVKXD 
$VWRQ�	�7KH�:KROH�&ODVV 
$OILH�1��	�7KH�:KROH�&ODVV 

6XSHU�6WDUV�DQG�$FRUQV 

,I�\RX�KDYH�DQ\�TXHULHV�UHJDUGLQJ�DQ\�RI�WKH�DERYH�SOHDVH�GR�QRW�KHVLWDWH�WR�FRQWDFW�PH� 
<RXUV�VLQFHUHO\ 
 
 
0U�0�%HQWRQ 
+HDG�7HDFKHU 

���,QIDQW�%LUWKGD\V 
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